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The 'Original' Microsoft Xbox, 2001













Leaked Technical Resources
● Complete Source Tree Leak -- HOLY GRAIL 

○ Microsoft.OriginalXbox.Repo.zip -- April 2002, the '4400' leak (1.2gb)
● Retail Motherboard Schematics

○ Launch, XBLADE, Tuscany (PDFs)
● Xbox Hardware Design Specification

○ v0.91, v1.00, v1.02 (PDFs)
● Official Xbox SDK's used by Game Developers

○ XDK 5849.17 being the 'final' one
● Misc 'confidential' datasheets / design documents …





Retail BIOS Timeline
● 3944 - September 2001
● 4034 - October 2001
● 4817 - July 2002
● 5101 - October 2002
● 5530 - April 2003
● 5713 - August 2003
● 5838 - December 2003

4400 - April 2002
(Full source leak)



Retail BIOS Breakdown
● Xbox Flash ROM - 256kb

○ ~8kb for HW initialization logic ('xcodes')
○ ~24kb for bootloader(s) (bldr32 / preldr32 or '2bl' / 'fbl')
○ ~224kb for encrypted+compressed Kernel & Boot Animation 

(xboxkrnl.exe)
■ ~600kb decompressed 

● 200kb Kernel, 400kb for the boot animation (DirectX)
■ NT-based, heavily pared down Windows 2000 Kernel

● 512 byte 'secret' bootrom
○ Establishes the 'chain of trust'
○ Burned into the MCPX silicon
○ First x86 instructions executed out of CPU reset



Basic Hardware 
Hacking





Recommended Lab Equipment
● Trinocular microscope -- $500
● Soldering station -- $125
● Hot air station -- $150
● Misc tools -- $125 

○ Micro cutter, Tweezers
○ iFixit Mako Driver Kit
○ Grinding pen
○ Multimeter

● Supplies -- $100
○ Kester solder, leaded 63/37
○ STIRRI-V3-TF flux (syringe)
○ Kimtech wipes, cotton q-tips
○ 99% isopropyl alcohol
○ 3-mil nitrile gloves
○ 30awg wire kit

$1000 USD



Trinocular microscope, double boom
(Eakins, AmScope, etc)

+$250 shipping







LPC 'debug' port



https://github.com/Ryzee119/OpenXenium



Extra RAM pads



64mb → 128mb RAM upgrade



Stacking RAM chips (on rev 1.6)



https://bit-tech.net/reviews/tech/memory/the_secrets_of_pc_memory_part_2/7/

"Stacking DRAM"



Basic Hardware
Engineering





https://github.com/XboxDev/serial-usb-adapter

Xbox Serial USB Adapter

https://github.com/XboxDev/serial-usb-adapter




WinDBG 4.0





"ringing"
https://github.com/XboxDev/serial-usb-adapter/issues/6

https://github.com/XboxDev/serial-usb-adapter/issues/6










damping
resistors



"ringing"
https://github.com/XboxDev/serial-usb-adapter/issues/6

https://github.com/XboxDev/serial-usb-adapter/issues/6


https://github.com/XboxDev/serial-usb-adapter/issues/6



add USB-C









Basic Hardware Engineering
● Modify an existing, open-source KiCad project

○ Schematic Editing
○ PCB Layout Editing
○ Footprint / Symbol Editing
○ Generate Gerber files

● Get PCBs manufactured (JLCPCB)
○ Optionally, purchase partial PCB Assembly services

● Experiment with Oscilloscopes and Logic Analyzers



Bill Gates' 
Secret Bondwire







NVIDIA MCPX (Southbridge)
● "Media Communication Processor"

● Handles Peripheral I/O (USB, IDE, Networking, Flash…)

● Contains "secret" retail bootrom (x86) fed to CPU
○ Establishes the chain of trust
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retail bootrom
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Retail MCPXDev MCPX
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Retail MCPXDev MCPX



Retail MCPXDev MCPX
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Retail MCPXDev MCPX



The Dig















enable secret rom?

?
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The Bodge



I'm here?
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soldermask →  

← my hair
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conductive 
epoxy

sideview



42awg wire

sideview



floating… as 0v?! 
hoping it disables rom. 3.3v

?

?









THE SYSTEM STILL 
BOOTS😱😱😱



THE SYSTEM STILL 
BOOTS😱😱😱

… in retail mode.. 💢

fail..



System 
Management 

Controller





SMC - PIC16LC63A
● System Management Controller

○ Monitor power / eject button presses
○ Monitor DVD tray state signals
○ Drive fan PWM
○ Front panel LED
○ "SMC Challenge" / Boot security check

● 4KB of code - still undumped!
○ Subtle differences between dev and retail SMC
○ Good challenge to learn silicon RE!

● Glitch, and UV-Erasure Resistant?
○ https://web.archive.org/web/20081222042941/http://www.flylogic.net/blog/?p=21

https://web.archive.org/web/20081222042941/http://www.flylogic.net/blog/?p=21


















config bits / fuses Region containing 
readout logic



https://web.archive.org/web/20081222042941/http://www.flylogic.net/blog/?p=21

https://web.archive.org/web/20081222042941/http://www.flylogic.net/blog/?p=21




CPU Interposers





Xbox CPU
● Retail Xbox CPU - 180nm Coppermine (SL5SN)

○ 733mhz core
○ 133mhz fsb
○ 128kb L2 cache
○ 1.7 volts
○ BGA2 / Micro-PGA2







Xbox CPU Comparison
● Retail Xbox CPU - 180nm Coppermine (SL5SN)

○ 733mhz core
○ 133mhz fsb
○ 128kb L2 cache
○ 1.7 volts
○ BGA2 / Micro-PGA2

● Upgraded CPU - 130nm Tualatin-S (SL6BY)
○ 1400mhz core (+90%)
○ 133mhz fsb
○ 512kb L2 cache (+300%)
○ 1.45 volts
○ Socket 370 / PGA370
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BGA2 → PGA370
CPU Interposer



"CPU upgrading adapter for a Microsoft XboxTM game 
machine, Patent # US 2005 / 0282621 A1"



"CPU upgrading adapter for a Microsoft XboxTM game 
machine, Patent # US 2005 / 0282621 A1" (Page 4)



"CPU upgrading adapter for a Microsoft XboxTM game 
machine, Patent # US 2005 / 0282621 A1" (Page 7)































The Install

















Leaded (Sn63/Pb37) 0.76mm Solder Balls 









Bismuth-based 'low-temperature' 
Solder Paste (Sn42/Bi57.6/Ag0.4)







New CPU

Xbox Motherboard

Side profile
Interposer



Bismuth Solder Paste (140°C)

New CPU

Xbox Motherboard

Side profile
Interposer

0.76mm Leaded Solder Balls (183°C)



Bismuth Solder Paste (140°C)

Xbox Motherboard

Side profile
Interposer

0.76mm Leaded Solder Balls (183°C)

160°C

New CPU



Xbox Motherboard

Side profile

bridging BGA balls under interposer

215°C



















wait… how do I 
cool this thing?

























https://youtu.be/EzzdyGiz9KA






https://blog.ret2.io/2023/08/09/jtag-hacking-the-original-xbox-2023/

x86 JTAG Debugging





Epilogue













Sophia "quend" d'Antoine was an amazing woman, 
researcher, and friend. She sat at the heart of the 

RPISEC family and was an important part of our story.

Her individual grace and ambition was felt across the 
industry. She inspired and touched so many lives.

Sophia's vision and passion will continue to be the 
cornerstone of our collective aspirations.

1993 - 2024

calaquendi44









Conclusions
● Be ambitious, ignorance is bliss

● Hug your friends

● Special acknowledgements
○ grimdoomer, xbox7887, 404, dustin, x, loser, mborgerson, libby, 

ryzee119, andy, disco, Insignia folks, haxar, prehistoricman, frank, 
archive.org, fish



doom@aol.com

thanks
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