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The Layman's Guide

1] Zero-Day Engineering

Demystifying the exploit development lifecycle
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The 'Original’ Microsoft Xbox, 2001
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Leaked Technical Resources

e Complete Source Tree Leak -- HOLY GRAIL
o Microsoft.OriginalXbox.Repo.zip -- April 2002, the '4400' leak (1.2gb)

e Retail Motherboard Schematics
o Launch, XBLADE, Tuscany (PDFs)

e Xbox Hardware Design Specification
o v0.91,v1.00,v1.02 (PDFs)

e Official Xbox SDK's used by Game Developers
o XDK 5849.17 being the 'final' one

e Misc ‘confidential' datasheets / design documents ...




BUILD: Elapsed time [B:808:13.4691]

BUILD: Linking z:\xbox\private\ntos\ke\up directory

BUILD: Elapsed time [0:808:13.8131]

BUILD: Linking z:\xbox\private\ntos\net\libx directory
BUILD: Elapsed time [0:080:14.0941]

BUILD: Linking z:\xbox\private\ntos\net\libxs directory
BUILD: Elapsed time [B:808:14.3591]

HUILD: Linking z: \xbox\prluate\ntos\ln1t\c0nsole d1rectory

Binplacing — z: \xhox\prluate\ntos\ln1t\conso1e\oba\1386\xboxrom dvt4.bin for i386
Binplacing — z:\xbox\private\ntos\init\console\init\consoleNobhj\i386\xhoxrom_dvt4.bin for i386

Binplacing — z:\xhox\private\ntos\init\consoleNobhj\i386\xbhoxrom_dvt6.hin for i386

Binplacing — z:\xbhox\private\ntos\init\console\init\console\Nobj\i386\xhoxrom_dvt6.bin for i386
Binplacing — z:\xhox\private\ntos\init\consoleNobhj\i386\xbhoxrom_qgt.bin for 1386

Binplacing — z:\xbox\private\ntos\init\console\init\console\obhj\i386\xhoxrom_gt.bin for i386
Binplacing — z:\xhox\private\ntos\init\consoleNohj\i386\xbhoxrom_qgt.bin for 1386

Binplacing — z:\xbhox\private\ntos\init\consoleNobhj\i386\xbhoxkrnl.map for i386

Binplacing — z: \xhox\prluate\ntos\ln1t\conso1e\1n1t\console\obJ\1386\xboxkrn1 map for 1386
BUILD: Elapsed time [B:00:15.8591]

Linking z:\xbhox\private\ntos\dd\ush\xkbhd directory

Elapsed time [B:80:15.9841]

Linking z:\xhox\private\ntos\xapi\k32\1libh directory

Elapsed time [B:80:16.3441]

Linking z:\xbhox\private\ntos\xapi\dll directory

Elapsed time [0:80:16.4841]

ginish time: Sat Apr B3 B8:00:84 2021

one
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1 files compiled
3 libraries bhuilt
2 executables built — 4 Warnings

[Z:\xbox\private\ntos]




Retail BIOS Timeline

3944 - September 2001
4034 - October 2001
4817 - July 2002

5101 - October 2002
5530 - April 2003

5713 - August 2003
5838 - December 2003



Retail BIOS Breakdown
e Xbox Flash ROM - 256kb

o ~8kb for HW initialization logic ('xcodes')
o ~24kb for bootloader(s) (bldr32 / preldr32 or '2bl' / 'fbl’)
o ~224kb for encrypted+compressed Kernel & Boot Animation
(xboxkrnl.exe)
m ~600kb decompressed
e 200kb Kernel, 400kb for the boot animation (DirectX)
m NT-based, heavily pared down Windows 2000 Kernel

e 512 byte 'secret' bootrom
o Establishes the ‘chain of trust'
o Burned into the MCPX silicon
o First x86 instructions executed out of CPU reset



Basic Hardware
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Recommended Lab Equipment

Trinocular microscope -- $500 \
Soldering station -- $125

Hot air station -- $150

Misc tools -- $125

Micro cutter, Tweezers
iFixit Mako Driver Kit
Grinding pen

> $1000 USD

e Supplies -- $100

Kester solder, leaded 63/37
STIRRI-V3-TF flux (syringe)
Kimtech wipes, cotton g-tips
99% isopropyl alcohol

3-mil nitrile gloves /
30awg wire kit

o O O O

o O O O O O



Trinocular microscope, double boom
(Eakins, AmScope, etc)

Protection Glass

—_— 0.5X Auxiliary Objective
144 LED Lamp Ring

HDMI VGA Camera

0.5X Mount Adapter

Eakifs 2.0X Auxiliary ObJectwe

WF10X Eyepiece

1‘

WF 20X Eyepiece

$272.54 $33236 18% off

Tax excluded, add at checkout if applicable.

up to 4 x $68.14 with no interest ===e wama. [P >

3.5X 90X 180X Simul-Focus Double Boom Stand Trinocular Stereo Zoom Microscope 48MP
55MP 2K 4K HDMI VGA USB Camera For PCB Repair

4.3 3 Reviews | 24 sold

Color: BHDMI VGA Camera
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Stacking RAM chips (on rev 1.6)



"Stacking DRAM"

https://bit-tech.net/reviews/tech/memory/the_secrets_of_pc_memory_part_2/7/



Basic Hardware
Engineering







https://github.com/XboxDev/serial-usb-adapter


https://github.com/XboxDev/serial-usb-adapter
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@ WinDbg:4.0.0018.0 - Kernel ‘com:port=COMS,baud=115200' - X
File Edit View Debug Window Help

o~
IR | B¢l o BESE0@EE0 (R E A R Sl
5] Memory =|[-E @ = o |[®@] =]
Virtual: [80010000] Display format: [Byte || Previous |  Next | Customize..|
80010000 4d Sa 90 00 03 00 00 00 04 00 OO0 OO £f £f 00 00 MZ. . ... ... .. ...
80010010 b8 00 00 00 00 00 00 00 40 00 0D 00 00 00 00 00 ke Yalue “
80010020 00 00 00 00 00 00 00 00 £0 33 01 00 8c 09 00 00 .........3...... gs 0
80010030 08 4e ff £f 60 ba 04 80 6c 46 00 00 e8 00 00 00 .. fs 20
80010040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 L.ITh es 10
80010050 69 73 20 70 72 6f 67 72 61 6d 20 €3 61 6e 6e 6f is program canno ds 10
80010060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 t be run in DOS edi 4ee5cl0
80010070 6d 6f 64 65 2e 0d 0d 0Oa 24 00 00 00 00 00 00 00 mode....$....... esi 800431b2
80010080 7b 3f £4 03 3f Se 9a 50 3f Se 9a S0 3f Se 9a S50 {?..?" P?" .P?".P ebx 8004c460
80010090 19 7a 87 50 1b Se 9a 50 d3 55 fa 50 32 Se 9a 50 .z.P.".P.U.P2".P o 10
800100a0 e5 7d 86 50 33 Se 9a 50 c5 7d da 50 3b S5e 9a 50 .}.P3".P.}.B:".P AT 4
800100b0 19 7a 86 50 35 Se 9a 50 Sc 7c b0 50 05 Se 9a S50 .z .PS".P\| .P.".P g ffffeb
800100c0 d3 55 5 50 fe Se 9a 50 d3 55 c6 50 3e Se 9a 50 .U.P.".P.U.P>".P
ebp 8004£b28
eip 8001bcae
o |[@]=]]]|es 8
_— efl 3
Microsoft (R) Windows Debugger Version 6.1.0000.0 s BU041b28
Copyright (c) Microsoft Corporation. All rights reserved. dr0 0
Opened \\.\COKS drl 10
Yaiting to reconnect. . dr2 0
Connected to XBox 5455 =86 compatible target, ptr64 FALSE dr3 0
Kernel Debugger connection established. dré fEE££4££0
Symbol search path is: c \usars\m1ke\dasktap\kd\symbals dr? 400
Executable search path di Scl0
ReadMenoryError SDUDADUS at f£df0268 s1i 31b2
*%x% ERROR: Symbol file could not be found Defaulted to export symbols for xbozkrnl.exe — bx cdel
HBox Kernel Version 5455 UP Checked =86 compatible dx 10
Kernel base = 0x80010000 PsLoadedModulelist = 0x8004cl94 cx
System Uptime: not available e TIZE
The call to LoadLibrary(kdexztz86) failed. U1n32 error 126 bp fh28
"The specified module could not be found. 5 ERaa
Please check your debugger configuration and/or netvork access. T
Single step exception — code 80000004 {first chance)
First chance exceptions are reported before any exception handling. sp fb28
This exception may be expected and handled. bl 60
nt |0rdinall6l+1b2: dl 10
8001bcae ebal out al,al cl 4
al eb
bh cd
dh 0
ch o
ah ff
fpcw 27f
fpsw 0
fptw o
st0 0.0000000000
| st1 0.0000000000
I st2 0.0000000000
ﬁ o ||[@ =] st3 0.0000000000.
st4 0.0000000000.
lArgsIFunclnfo!SourcelAddrslHeadmgs Nonvolatile regs FvamenumsIArgtypes More | Less stS 0.0000000000.
# ChildEEP Retiddr Args to Child St6 00000000000
WARNING: Stack unwind information not available. Following frames may be wrong. st? 0.0000000000.
00 8004fb28 80024e7d badb0d00 00000000 00000000 nt!Ordinallfl+Dxlb2 nn0 0:0:0:0
01 8004cSfc 8004cSfc 00000000 40021000 00000000 nt!Ordinal238+0x140
I n I |




(¥ sepout
"} stepinto
{F stepover  {

n»

NGﬂ

) Step Out Back 4
) Step Into Back
} Step Over Back gy

d redirection

status = XeloadAlternateDashboardImage();

If (NT_SUCCESS(status)) {

return;
}
#endif
) load the standard dashboard image and return if ssful

4 status = Xel ¢ gePath, TRUE, ©);
L
wl if (INT_SUCCESS(status)) {
': LdrxDbgPrint((“INIT: Failed to launch an XBE (status-Xe8x).\n", status));
'l LdrxDbgBreakPoint();
i
] //
it / Display the unlver
i if (!KeHasQuickBooted) {
i1l

if

SMC_LED_STATES_RED_STATE2 | SMC_LED_STATES_RED_STATE3);

FatalErrorCode = FATAL_ERROR_XBE_DASH_GENERIC;

(LaunchDataPage != NULL &%
LaunchDataPage->Header . dwlaunchDataType == LDT_LAUNCH_DASHBOARD) {

LaunchDashboard = (PLD_LAUNCH_DASHBOARD)&(LaunchDataPage->LaunchData[8]);

Disassembly

x

Address: [ss{:ooﬁn

| [ Follow current instruction

ovonoIay
800403ab
800403ad
800403af
B808403b4.
B808403b9
8094093bb
B800403bd
800403be
80040933
8004093¢c8
800403¢9
890‘03(&

e

ruv
6abe

6201
68acBfO180
eB1Bfbffff
85¢c0

7d5a

se
6830930180
e8dcfifeff
59

59

7538

e A U “ BRI
push @ =
push 1

push offset ntlXepDashboardImagePath (88@18fac)

call ntiXeloadImage 83fedl

test eax, eax

jge  ntixelos ;

push eax

push offset nt!’string’ (80019330)

call DbgPrint (80021704

pop

pop

800403d8 6801000008
800403dd e8dadafdff call € o
800403e2 31d8040680 mov eax, duord ptr [ntlLaun(NJataPage (800604d8) |
800403e7 85c0 test eax, eax
80040309 6a8d push  @oh
B808403eb 59 pop ecx
808403ec 7410 je 00403
800403ee 833801 cmp dwnrd ptr [eix],
800403f1 7508b ne 6
8004033 nov e(x. duord 9(r [u:ueeh] [+
Annensfn as-and —aa
v
8004b29¢ 8b 82 d4 92 00 00 Of 22-d3 8b 82 d8 02 00 00 Of ....... Mo nsoin s B
kd> kp

# ChildeBP RetAddr
00 deelc8co 80027408
@1 dedicblc 8e261fe

@2 deeicbse
<Intermediate frames
@3 deelcbse ©0eeseee (1)

nt!KdpSaveProcessorControlState(void)+8x2a [i3

3]
ntlKiDispitchExcepnm(stmt _EXCEPTION, RECORD onRecord = @xdedlcb34, struct KTRAP_I

£4 dedlcbcc 800483cf
@5 deelcbde 80048478
@6 deeicbdc d

ntic hException(void)+8x36 [, 186

may have been skipped due to lack of complete umdmb

nt!_KiTrap@3(void)+8x57 [.. rap.asm @ 894]

nt!DbgBreakPoint(void)+6x1 [. ebug2.asm @ 45]
nt‘xeLoaa)ashboardrnge(void)mn [z:\xbox\private\ntos\ldrx\loader.c @ 2195]

dee1cd74 seelecct
dee1cdb® 8682f2bc
dealcded 80027fca

nt!Xel ithReason(unsigned long Reason = 3, unsigned long Parameterl = 1)+9x60
nt!XeloadTitleImage(unsigned long SettingsError = @x68)+8x1d0 [z:\xbox\private\ntos\ldrx\loader
nt!PhaselInitialization(void * Context = )+0x19a [z:\xbox\private\ntos\init\init.c @
nt'vspSystumreadsurtup(<fun(non> * tine - 8x8001eb35, void * StartContext - x0000¢
nt!KiThreadStartup(void)+@x20 [..\ @ 94)

FatalErrorCode += LaunchDashboard->dwReason; ] o}
} else { ‘
#ifndef ARCADE - =
if (IdexCdRomDVDX2Authenticated) { v 2 X ||Breakpoints 2 X
FatalErrorCode = FATAL_ERROR_XBE_DASH_X2_PASS; Name al Location
- } 0x6b617453 h
wendi
Ox6b617453
}
Ox6b617453
ExDisplayFatalError(FatalErrorCode); 17453
1) ][] 17452 &

loaderc | mitc
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Curr 350pts

https://github.com/XboxDev/serial-usb-adapter/issues/6


https://github.com/XboxDev/serial-usb-adapter/issues/6
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Basic Hardware Engineering

e Modify an existing, open-source KiCad project
o Schematic Editing
o PCB Layout Editing
o Footprint / Symbol Editing
o Generate Gerber files

e Get PCBs manufactured (JLCPCB)

o Optionally, purchase partial PCB Assembly services

e Experiment with Oscilloscopes and Logic Analyzers



Bill Gates'
Secret Bondwire



Intel Pentium lll
CPU Audio Video
! Input/Output
Front-side bus Mol et
64-bit |
133 MHz
Memory bu_s Nvidia <
. 128-bit NV2A GPU B
53 g‘éB 200 MHz Video 5 ¢
o 1 =
SDRAM Graphics Core encoder §
[=}
Northbridge b
()
T
256 B 3
Hypertransport e , Intel
ar P g Pentium |11
200 MHz 2 CPU
SMC Nvidia MCPX (Southbridge)

SMBus Controller

‘[ Ethernet Controller ‘ 5128 APU ACl —
ATAbBS [ ROM
IDE Controller

[

IIDF

1MiB | [8bt
e Flash

PSU Socket







NVIDIA MCPX (Southbridge)

e "Media Communication Processor"
e Handles Peripheral I/0 (USB, IDE, Networking, Flash...)

e Contains "secret" retail bootrom (x86) fed to CPU
o Establishes the chain of trust



it

-b‘...“o.’ i

MNP P>










MCP-1 Preliminary Confidential Information
Version (.15 — August 2000

« MCP-1™
Media Communication Processor
NVIDIA (South Bridge)

PRELIMINARY CONFIDENTIAL
INFORMATION



MCP-1 Preliminary Confidential Information
Version 0.15 — August 2000

8.0 XMode Operation

XMode 1s a Microsoft specific feature that can only be enabled via internal bond pads.

8.1  Bonding Options
MCP1 uses the following Bonding Options:

IPin Strap Function Bonded Value

XBox Mode[1:0] XBox Functionality 00 — PC-Mode
01 — X-Mode; PCI Bus; Internal ROM Disabled

XM2 |10 — X-Mode; ROM Bus; Internal ROM Disabled;
XM3 |11 — X-Mode; ROM Bus; Internal ROM Enabled;

The bond pads are powered off of the VDD?3 ring.
Note: Xbox Mode/0] is available as a pin during the prototyping stage.
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MCP-1 Preliminary Confidential Information
Version 0.15 — August 2000

8.0 XMode Operation

XMode 1s a Microsoft specific feature that can only be enabled via internal bond pads.

8.1  Bonding Options
MCP1 uses the following Bonding Options:

IPin Strap Function Bonded Value

XBox Mode[1:0] XBox Functionality 00 — PC-Mode
01 — X-Mode; PCI Bus; Internal ROM Disabled

XM2 |10 — X-Mode; ROM Bus; Internal ROM Disabled;
XM3 |11 — X-Mode; ROM Bus; Internal ROM Enabled;

The bond pads are powered off of the VDD3 ring.

Note: Xbox Mode[0] is available as a pin during the prototyping stage.
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The Bodge



YN o

\ Bonded Value

00 — PC-Mode

01 — X-Mode; PCI Bus: Internal ROM Disabled
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Bonded Value

—~ PC-Mode

— X-Mode; PCI Bus; Internal ROM Disabled
~ X-Mode; ROM Bus! Internal ROM Disabled;
— X-Mode; ROM Bus; Internal ROM Enabled:;

floating... as Ov?!
hoping it rom. 3.3v
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SMC - PIC16LC63A

e System Management Controller
o Monitor power / eject button presses
Monitor DVD tray state signals
Drive fan PWM
Front panel LED
"SMC Challenge" / Boot security check

@)
@)
@)
@)

e 4KB of code -

o Subtle differences between dev and retail SMC
o Good challenge to learn silicon RE!

e Glitch, and UV-Erasure Resistant?
o https://web.archive.org/web/20081222042941/http://www.flylogic.net/blog/?p=21



https://web.archive.org/web/20081222042941/http://www.flylogic.net/blog/?p=21
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Xbox CPU

e Retail Xbox CPU - 180nm Coppermine (SL5SN)
733mhz core

133mhz fsb

128kb L2 cache

1.7 volts

BGA2 / Micro-PGA2

O O O O O



hitp:/fwww.upgrade 123.com/catalog/product_info.php?products_id=65

hopping Cart 5|

B DreamX (Gaming) 0 items
e riich Excellent as a High-End Media Center, Games Emulator, and for Linux on the Xbox

k>
B preamX (Entertainment) S
(1) New Intel 1400MHz Celeron CPU
(2) 1480/740MHz Switchable Speed Qreamx:(13)
/ . Z switchable Spee s ) d Xbox System
B Xbox Upgrade Peripherals (3) Memory Upgraded to 128MB e Upgrades (7)
(4) Pre-Modded (with Media Key installed) - ;:E”dTEC'("IP‘”CE (2)
(5) 120GB Hard Drive + Media Center software T i Su?pp:r‘.tg& Sarvice (5)
Gaming-Fever (6) DreamX HDTV and A/V Cable included, for Component and S-Video Support ick-toieniarge
(7) Dolby 5.1 and DTS 5.1 Surround Sound with Optical Fiber Audio Port
_ (8) DVD Remote Control + USB Receiver wh - 4
\ i What will a modchip
New Articles (0) (9) Xbox to USB Converter (for connecting an optional wireless keyboard & mouse) upgrade allow me to

All Articles (5) (10) Extra heatsink and heat conductive chain for improved heat dissipation 30»’ N
DreamX Comparison Charts (2) . ow do I back up my
Xbox Upgrades & Trade-In (11) Rubber Pedestal _FEEt games to the DreamX
Rebates (2) (12) New External Skin o ik dass
Gaming-Faver (1) Do you offer a 512MB
s memory upgrade for
200GB HDD Upgradability® retail Xgoxegs"
No support for Xbox Live!**

DVD movie playback requires XBMC*** Notifications 5|

B Xbox System Upgrades

Xbox Skins

Notify me
of updates
to
DreamX-
cRIENDTECH's 3L 1480

XB80X vs

Includes $100 Trade-In Rebate Coupon Features Comparison Chart

.
FRIENDTECH'S r
BRER
Rebate
USB Conversion Cable for Xbox ’ J] Coupon

£4.95 Tell someone you
know about this

product




(1) New Intel 1400MHz Celeron CPU
(2) 1480/740MHz Switchable Speed

(1) New Intel 1400MHz Celeron CPU

(2) 1480/740MHz Switchable Speed

] 105 pid =11 i ¥ slilis



Xbox CPU Comparison

e Retail Xbox CPU - 180nm Coppermine (SL5SN)
733mhz core

133mhz fsb

128kb L2 cache

1.7 volts

BGA2 / Micro-PGA2

O O O O O

e Upgraded CPU - 130nm Tualatin-S (SL6BY)
o 1400mhz core (+90%)
o 133mhz fsb
o 512kb L2 cache (+300%)
o 1.45volts
o Socket 370/ PGA370



Xbox CPU Comparison

e Retail Xbox CPU - 180nm Coppermine (SL5SN)
o 733mhz core
o 133mhz fsb
o 128kb L2 cache
o 1.7 volts

e Upgraded CPU - 130nm Tualatin-S (SL6BY)
o 1400mhz core (+90%)
o 133mhzfsb
o 512kb L2 cache (+300%)
o 1.45volts
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BGA2 — PGA370
CPU Interposer



US 20050282621
a9 United States

12y Patent Application Publication o) Pub. No.: US 2005/0282621 Al

Hu 3) Pub. Date: Dec. 22, 2005
(54) CPU UPGRADING ADAPTER FOR A Publication Classification
MICROSOFT XBOXTM GAME MACHINE
(51) Int. CL7 .o A63F 9/24; GOOF 19/00
(B2) WUiS: €L e mmmsnsnn s s 463/23
(76) Inventor: Ta-Shin Hu, Sanchung City (TW)
Correspondence Address: 67 ABSTRACT
NIKOLAI & MERSEREAU, PA.
900 SECOND AVENUE SOUTH A CPU upgrading adapter for an XBOX game machine is
SUITE 820 composed of a circuit board on which a socket frame and a
MINNEAPOLIS, MN 55402 (US) switched are electrically connected. When the original CPU
is removed from a motherboard of the XBOX game
(21) Appl. No.: 10/645,383 machine, the CPU upgrading adapter is then mounted on the

motherboard to receive a new high speed upgrading CPU.
Such an upgrading CPU is chosen from an Intel© Pentium-
(22) Filed: Aug. 21, 2003 II1I-S™ CPU, a Pentium-III™ CPU or a Celeron™ CPU.

External Power

+3.3V

30~ e ;

"CPU upgrading adapter for a Microsoft XboxTM game
machine, Patent # US 2005/ 0282621 A1"



Patent Application Publication Dec. 22,2005 Sheet 4 of 9

US 2005/0282621 A1l

"CPU upgrading adapter for a Microsoft XboxTM game
machine, Patent # US 2005/ 0282621 A1" (Page 4)
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U dllaly . F1owevel, Uldalio S U a e Jdevice P dy De UsSed Idlel (O COlfeldle
performance against actual system measurements.

Intel® Pentium® 11l Processor with 512KB L2 Cache DP I/0 buffer models are available from the Intel

Developer website.

3.6 Trace Routing

The following guidelines should be followed when routing the AGTL host bus signal traces:
* Traces should have an impedance of 60Q +/- 15%
* The nominal trace width should be 5 mils.
* The LO and L1 lengths in Table 3-5 should be matched to within 0.25 inches.
* Minimize the number of vias and layer transitions.
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U dllaly . F1owevel, Uldalio S U a e Jdevice P dy De UsSed Idlel (O COlfeldle
performance against actual system measurements.

Intel® Pentium® 11l Processor with 512KB L2 Cache DP I/0 buffer models are available from the Intel
Developer website.

3.6 Trace Routing

The following guidelines should be followed when routing the AGTL host bus signal traces:
* Traces should have an impedance of 60Q +/- 15%

* The nominal trace width should be 5 mils.
VI IFPVWRGU e FUIIFUP TO V I | TNrougn 1 KL2 resistor and connect o vV I | PWRGU

circuitry. See Section

VREF [6:0] Connect to VREF voltage divider made up of 75 Q and 150 Q 1%
resistors connected to VTT. Processor VREF must be able to be
separate from chipset VREF.

Decoupling Guidelines:
—4 ea. (minimum) 0.1 uF in 0603 package placed within 500 mils of
VREF pins

Connect AH20, AK16, AL13, AL21, AN11, AN15, G35, G37, AD36,

A L2 20 /1 AW AWA AW ala -
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performance against actual system measurements.
Intel® Pentium® 11l Processor with 512KB L2 Cache DP /O buffer models are available from the Intel
Developer website.

Plan to place VREF resistor divider pairs at the Intel
440 PClset components. No VrEgr divider is needed
at the processors as VREF 1s generated locally on the
Pentium II processor from V.

Closely control the characteristic line impedance,

Z0 (50 to 80L2). Using &yyriu
3 ’ : 8 2 timings
A PCB signal velocity of 1.6 to 2.2 ns/ft should be the Pel

used. analog 30 Q 1%
e to be

each ag

T

—4 ea. (minimum) 0.1 uF in 0603 package placed within 500 mils of
VREF pins

e Connect AH20, AK16, AL13, AL21, AN11, AN15, G35, G37, AD36,

0 L2 2 /] AW AN AN avta - =1
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performance agjainst acl
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Intel® Pentium® 11l Proci

Developer website.

AP-585

package, shared by 13 to 19 resistors (for 14- and 20-pin
components). These packages generally have too much
inductance to maintain the voltage/current needed at each
resistive load. Intel recommends using discrete resistors,
resistor networks that have separate power/ground pins
for cach resistor, or working with a resistor network
vendor to obtain resistor networks that have acceptable
characteristics.

5.0. MORE DETAILS AND INSIGHTS

5.1. Textbook Timing Equations

The textbook equations used to calculate the propagation
rate of a signal in a PCB are the basis for spreadsheet
calculations for timing margin. These equations are

Equation 7. Intrinsic Impedance

Equation 8. Stripline Intrinsic Propagation Speed
g - -
So_stripLivg =10V

Equation 9. Microstrip Intrinsic Propagation
Speed

y o V4758 %+ +0RT
5o .1!/(‘R().\'TR1P’"0”'\[”'475 £, +067

Equation 10. Effective Propagation Speed

Equation 11. Effective Impedance

intgl.

Equation 12. Distributed Trace Capacitance

.
('0 w0
Z()

Equation 13. Distributed Trace Inductance

Ly=2y*5%

Where (for Equation 7 through Equation 13)

So The speed of the signal on an unloaded
PCB. This is referred to as the board
propagation constant

So MICROSTRIP and Sy STRIPLINE
The speed of the signal on an unloaded
microstrip or stripline trace on the PCB

The intrinsic impedance of the line and is
a function of the dielectric constant (&),
the line width, line height and line space
from the planc(s). The equations for Zo
are not included in this document. See the
MECL System Design Handbook by
William R. Blood, Jr. for these equations

The distributed trace capacitance per unit
length of the network

The distributed trace inductance per unit
length of the network.

The sum of the capacitance of all devices
and stubs divided by the length of the
network’s trunk, not including the portion
connecting the end agents to the
termination resistors.

Serr and ZgFy

= The effective propagation constant and
impedance of the PCB when the board is
“loaded™ with the components.

from the Intel

Using &y riu
fimings

the Pe:
analog 30 1%

le to be
each ag

d within 500 mils of

G35, G37, AD36,
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Leaded (Sn63/Pb37) 0.76mm Solder Balls













ismuth-based "low-temperature’ 11"
older Paste (Sn42/Bi57.6/Ag0.4)










Side profile

Interposer

New CPU
(UL IUUELUE UL TUUEUUE LU UUETUEUE UL }

OO0O00O0O0O0O00)

Xbox Motherboard



Side profile

Interposer

Bismuth Solder Paste (140°C)

New CPU

UUUUDULLLLDUUUUUUUUOUUUUULLLLLLULUL }

OO0O00O0O0O0O00)

Xbox Motherboard

0.76mm Leaded Solder Balls (183°C)
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Side profile jﬁ

V

Interposer
Bismuth Solder Paste (140°C) ./~

New CPU
LU LUV IO UUETUEUETULLL }

Xbox Motherboard

0.76mm Leaded Solder Balls (183°C)



Side profile _ @ x

Xbox Motherboard

bridging BGA balls under interposer




























wait... how do |
cool this thing?
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Customization options for LPD6080

1. Specify Customization ’ 2. Input contact information 3. Review 4. Submit Request

) I I M —
Z S ] Quantity  Price

Py Pem——
©

Finalize

Customization Summary [Units:mm]

Change : .
& Fin height 23 Base thickness
Height/Thickness

Hole Location Selection Condition

ID X Y Chip Info. Board Thickness 16 Shoulder screw  S5-19-4.8-M3-7

1 -30 -20 ; : c S
Chip Height Height Limit = 36 Spring  S001YJ52
2 30 20 Working Load

Add Shoulder Screws and Springs Vertical Allowable Load Mn 251 . N)kahibn 294

(N)(kgf)(Ibf)

Horizontal Max 9999 9999 Pressure
(N/mm2)(kgf/cm?2)(psi) =

Attachment Method ON the PCB surface Thread Protrusion(TP) ~ 5.40

PCB Hole Diameter 4
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NOTES: UNLESS OTHERWISE SPECIFIED
1. INTERPRET DIMENSIONS AND TOLERANCES
PER ANSI Y14.5M.

2. ALL DIMENSIONS ARE IN MILLIMETERS [INCHES]
3. MATERIAL : ALUMINUM 6063
4. FINISH BLACK ANODIZE
5. TOLERANCES :
XX +0.254 [.010]
XXX £0,127  [.005)
ANGLES * 1°
6. REMOVE ALL BURRS AND BREAK SHARP EDGES.

UNSPECIFIED CORNER RO.5 MAX OR CO0.5 MAX.

A BEND OF THE FIN: THE FINS MUST NOT CONTACT.
FIN REMOVAL MARKS MAX 0.3MM

BASED ON ALPHA STANDARD HEAT SINK W100-45W

0N

2X FIN REMOVAL AREA

~-6.00

yﬁ

REVISIONS

[Rev [ oaTE DESCRIPTION [che [ apPR
F— 31,09 —=
|
|
T
'
! 23.83
—_— 3
26.17 '
Ll .
} I
L |
i
31.41 —f
2X 94.0040.15 THRU
ITEM | PART NO. |  PART NAME REMARK Je'ty
CSTMR'S PART NO.
ALPHA co..L7D.
MATERIAL NAME
“—F NOTE 3,4 W6785—27BM—RA8
SCALE APPR & CHCK |PART NO. & DWG NO. REV]
11 G.SUMMERFIELD
DATE DSGN & DWG S08FSQ03
JAN 19, 2023 G.SUMMERFIELD RDCTN: Teorr:










FEIELL o (] e S




= [» YouTube

Half Life 2

w20 \ 2 .30 \ )
<> <>

Ner

ey \ i . 4 \ - 2
733mhz 1662mhz

P Pl ) o0s1/142 «a0 B £ (= O I3

Half Life 2 - Original Xbox CPU Upgrade Comparison
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bunnie 7/14/23, 3:33 AM
oh wow. the PCB interposer is genius.
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Epilogue
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ophia “quend” d’Antoine
was an amazing woman, researcher, and
friend. She sat at the heart of the RPISEC family
and was an important part of our story.

Her individual grace and ambition was felt
across the industry. She inspired and touched

so many lives.

Sophia’s vision and passion will continue to be
the cornerstone of our collective aspirations.

1993 - 2024










the woods are lovely,

dark, and deep- but
i have

tokeep,and

‘miles to go

before i sleep.

robert frost




Conclusions

e Be ambitious, ignorance is bliss
e Hug your friends

e Special acknowledgements
o grimdoomer, xbox7887, 404, dustin, x, loser, mborgerson, libby,
ryzee119, andy, disco, Insignia folks, haxar, prehistoricman, frank,
archive.org, fish
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